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Fraudulent communications luring employees to take actions which generally results in 
the movement of funds or disclosure of information

Business E-mail Compromise (BEC)

Is it really email compromise?



Phishing generally involves the sending of fraudulent e-mails with the intent of luring a user to
click a link or open a document, while BEC is typically a fraudster spoofing a users email
address to send fraudulent emails on their behalf.

Phishing typically results in:

• Compromise of the system: malware or ransomware

• Compromise of credentials: usernames, passwords, etc.

BEC typically results in:

• Disclosure of sensitive and/or personal information

• Movement of funds

BEC prevention training shares the common safeguards used with anti-phishing education 
courses

BEC VS. Phishing 4
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The FBI estimates that actual and intended losses from business email
compromise have increased by more than 2,000 % since late 2013

According to the FBI, a rise in BEC associated with to the COVID-19
pandemic is anticipated, however some progress has been made on
pursuing the fraudsters

BEC on the Rise

Source: FBI Alert Number I-071218-PSA  (https://www.ic3.gov/media/2018/180712.aspx)
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf

October 2013 - May 2018
$2.9B in the US

$12.5 Billion

2020 – 19,369 BEC Complaints
$1.8 Billion in losses

https://www.fbi.gov/news/stories/ringleader-of-business-email-compromise-scheme-sentenced-012820
https://www.ic3.gov/media/2018/180712.aspx
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf


Source: Business Email Compromise Actors Targeting State, Local, Tribal, and Territorial Governments, Straining Resources (ic3.gov)

https://www.ic3.gov/Media/News/2021/210318.pdf


Source: 2020_IC3Report.pdf
Almost $2 billion lost to BEC scams in 2020 | WeLiveSecurity

https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf
https://www.welivesecurity.com/2021/03/23/almost-2billion-lost-bec-scams-2020/#single-post-fancybox


8Business E-mail Compromise

Source: https://www.fincen.gov/sites/default/files/shared/FinCEN_Financial_Trend_Analysis_FINAL_508.pdf

2017 & 2018 BEC Identified Scams

https://www.fincen.gov/sites/default/files/shared/FinCEN_Financial_Trend_Analysis_FINAL_508.pdf
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• Sense of urgency

• Timing – often near close of business on Friday

• Use of current crisis as topic or to increase urgency

• Increase in target development and sophistication

• Gathering intelligence

• Open source, social media

• Social Engineering

BEC Tactics

Source: https://www.bankinfosecurity.com/bec-campaign-targets-hr-departments-report-a-13997
https://www.databreachtoday.com/ta505-apt-group-returns-new-techniques-report-a-13678

https://www.bankinfosecurity.com/bec-campaign-targets-hr-departments-report-a-13997
https://www.databreachtoday.com/ta505-apt-group-returns-new-techniques-report-a-13678


BEC Case Study 

Invoicing
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Construction invoicing (St. Ambrose Catholic Parish)

BEC: Invoicing

1. Parish email server compromised

2. Fraudsters monitor communications

3. Valid invoice submitted to parish for 
payment 

4. fraudster spoofs message, as 
construction firm, to parish requesting 
a change in payment wire instructions

Source: https://threatpost.com/bec-hack-cons-catholic-church/144212/
https://www.cleveland.com/crime/2019/04/email-hackers-steal-175-million-from-st-ambrose-catholic-parish-in-brunswick.html
https://www.news5cleveland.com/news/local-news/oh-cuyahoga/saint-ambrose-catholic-parish-victim-of-sophisticated-business-email-scheme-fbi-says
https://www.scmagazine.com/home/security-news/cybercrime/st-ambrose-catholic-parish-in-brunswick-ohio-was-hit-with-a-business-email-compromise-scam/

$1.75M LOST

https://threatpost.com/bec-hack-cons-catholic-church/144212/
https://www.cleveland.com/crime/2019/04/email-hackers-steal-175-million-from-st-ambrose-catholic-parish-in-brunswick.html
https://www.news5cleveland.com/news/local-news/oh-cuyahoga/saint-ambrose-catholic-parish-victim-of-sophisticated-business-email-scheme-fbi-says


BEC Case Study 

Payment Fraud



• Email impersonating local school district demands $1.2M 
monthly payment

• Investigation discovered other fraudulent payments

• Erroneous payments ($1.1M) meant for a construction firm 
working on bridge repair

• Secret Service investigation shows that the money was
laundered through cryptocurrency

Peterborough, NH – August 2021

Total loss: $2.3M
Source: New Hampshire town lost $2.3 million in email scam (statescoop.com)
FBI: State and Local Governments Losing Millions to BEC - Infosecurity Magazine (infosecurity-magazine.com)

https://statescoop.com/new-hampshire-town-lost-2-3-million-in-email-scam/
https://www.infosecurity-magazine.com/news/fbi-state-local-governments-losing/


BEC Case Study 

Payment Fraud



• BEC fraudsters targeting businesses, school districts and 
government agencies

New Mexico – July 2021

Total loss: $1.025M (Jan-Jun)

Source: FBI alerts New Mexico businesses, schools, govt. of email scams (demingheadlight.com)
FBI Media Alert: FBI Alerts New Mexicans to Be on Lookout for Business Email Compromise Scams — FBI

https://www.demingheadlight.com/story/news/2021/07/29/fbi-alerts-new-mexico-businesses-schools-govt-email-scams/5411414001/
https://www.fbi.gov/contact-us/field-offices/albuquerque/news/press-releases/fbi-media-alert-fbi-alerts-new-mexicans-to-be-on-lookout-for-business-e-mail-compromise-scams


Reducing the Risk of 
Business Email 
Compromise (BEC)
Best Practices
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The E-mail Bait

• E-mail address variation (user or domain name)

• Misspelling

• Sense of urgency in the request

• Change in email tone

• Removal of addressees on the email chain (cc or other 
addresses)

Detecting BEC - Red Flags:
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Procedural Clues

• Requests outside of normal procedures

• Change in payment instructions

• Change in vendor

• Changes to phone number

• Beneficiary changes (from account to account)

• Name/Account mismatch; Returned wires

Know your customer

• If client phone is never answered or goes directly to VM

• Cultural changes/differences; Changes in customer behavior

Know your suppliers

Detecting BEC - Red Flags:
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Source: https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/business-email-compromise

P
eo

p
le • Educate your employees – Share BEC threats and scams

• Limit publicly available information

▪ Contact, organizational structure, process info

P
ro

ce
ss

• Well documented processes; Periodically reviewed/updated
• Evaluate all processes for potential fraud trouble spots
• Implement multiple controls

▪ Call back procedures for verification (e.g. payment change)

▪ Voice Approval

▪ Use phone numbers that are on file (not passed in email) for call back

▪ Dual authorization – look out for each other!

Te
ch

n
o

lo
gy • Independent assessment or “Red team” all processes/controls

• Report and save all emails of suspected BEC
• Use two-factor authentication on accounts that support it. Never disable it
• Disable or monitor the use of email auto-forward
• Protect your brand/domain – monitor for spoofed domain; Implement DMARC, BIMI

https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/business-email-compromise


Cybersecurity Liability Insurance generally covers losses resulting from data breaches and 
cybersecurity incidents/events

First Party Coverage

• Loss or Damage of Electronic Data

• Loss of income/expenses

• Cyber Extortion (got bitcoin?)

• Notification Costs

• Repair damaged SW & HW

• Consumer credit monitoring

• Cyber Crime

Third Party Coverage

• Network Security & Privacy Liability

• Electronic Media Liability

• Regulatory Proceedings

• Breach of contract/Negligence

Cybersecurity Liability Insurance

Know Your Policy Coverage
and Limitations

• Does it cover:
▪ System Failure
▪ Bricking
▪ Betterment
▪ Social Engineering & Invoice 

Manipulation

• Have you reviewed your contracts with 
3rd parties to identify cyber insurance 
requirements or any limitations of 
liability?

• Have a trained professional go over 
your current policy!
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If you or your company fall victim to a BEC scam, it’s important to act 
quickly: 

• Contact your financial institution immediately to request that they 
contact the financial institution where the transfer was sent. 

• Report the crime to your FBI Field Office.

• File a complaint with the FBI’s Internet Crime Complaint Center.

• Contact your Cybersecurity Insurance Carrier and engage forensic and 
remediation services

What to do if you suspect BEC

Source: https://www.fbi.gov/contact-us/field-offices
https://www.ic3.gov/default.aspx
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https://www.fbi.gov/contact-us/field-offices
https://www.ic3.gov/default.aspx
https://www.fbi.gov/contact-us/field-offices
https://www.ic3.gov/default.aspx


Check Fraud



Source: https://frankonfraud.com/fraud-trends/check-fraud-rockets-to-
16-billion-as-check-use-declines/



Source: https://www.bbb.org/article/news-releases/18367-dont-cash-that-check-bbb-study-shows-how-fake-check-scams-bait-consumers

Spotting Fraudulent Checks 24



• Misspelling

• Numerical amount does not match written amount

• Change or variations in font or text size (Payee address, legal line, Pay to line)

• Pay to the Order of ********* or includes the word “Attention” before payee

• Unaligned Text

• Changes to Routing or Account Numbers

• Improper endorsement

• MICR Ink is missing or appears altered/shiny

• Watermarks appear altered or are missing

• Images that should be holograms or reflective are not

• Misplaced, missing or blurred images (business logos)

• Microprinting appears as a solid line

• Geographic differences – signatory in State A, payee in State B or not in region

• Cashier’ checks, official checks and/or money orders require additional scrutiny as they 
are commonly counterfeited

Source: https://www.bbb.org/article/news-releases/18367-dont-cash-that-check-bbb-study-shows-how-fake-check-scams-bait-consumers

Spotting Fraudulent Checks
25



Q&A

2
6



Appendix
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National Automated Clearing House Association:
https://www.nacha.org/case-studies/business-email-compromise-and-vendor-impersonation-fraud-what-you-need-
know

FBI:
https://www.fbi.gov/news/stories/business-e-mail-compromise-on-the-rise

FBI Internet Crime Complaint Center (IC3):
https://www.ic3.gov/default.aspx

Resources

https://www.nacha.org/case-studies/business-email-compromise-and-vendor-impersonation-fraud-what-you-need-know
https://www.fbi.gov/news/stories/business-e-mail-compromise-on-the-rise
https://www.ic3.gov/default.aspx


Implement Domain Message Authentication Reporting & Conformance 
(DMARC)

• Builds on Sender Policy Framework (SPF) and Domain Keys Identified Message (DKIM) 
protocols

• Brand Indicators for Message Identification (BIMI) – YOUR logo on YOUR emails

Reducing the risk of BEC

Source: https://dmarc.org/
https://bimigroup.org/
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https://dmarc.org/
https://bimigroup.org/


Source: https://www.fbi.gov/news/stories/2019-internet-crime-report-released-021120
30

https://www.fbi.gov/news/stories/2019-internet-crime-report-released-021120


Source: https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/business-email-compromise
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https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/business-email-compromise


FBI PSA

Source: https://www.ic3.gov/media/2020/200406.aspx
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https://www.ic3.gov/media/2020/200406.aspx
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Source: https://www.fbi.gov/news/stories/operation-rewired-bec-takedown-091019

https://www.fbi.gov/news/stories/operation-rewired-bec-takedown-091019


Source: https://fedpaymentsimprovement.org/strategic-initiatives/payments-security/fraudclassifier-model/
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https://fedpaymentsimprovement.org/strategic-initiatives/payments-security/fraudclassifier-model/


Personal Cybersecurity Basics*

1. Raise awareness (Phishing, Social Engineering, …) – know the threats

2. Passwords – NO reuse; Complex; Passphrase; Use a Password Manager

3. Backup data

4. Updated/Current OS and Applications – allow auto-update

5. Antivirus, Firewall, Home network – change default passwords!

6. Terms of Service; Beware of free services – YOU’RE the product

7. Geolocation/Location based services

8. Reputable applications and what they have access to

9. Home IoT Devices – Change default passwords; Security

10.WiFi Security

11.Credit Cards – Transaction Alerts (CNP); Use mobile app locking

12.Credit Reporting Bureaus - Freeze/Lock credit 

13.Application Settings - Security & Privacy – periodically review/reset

• BE BRILLANT AT THE BASICS* Start with these, but don’t stop there once you’ve mastered them

3
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• Huntington - Privacy & Security

• https://www.huntington.com/Privacy-Security

• FBI 

• Internet Crime Complaint Center (IC3)

• https://www.ic3.gov/default.aspx

• Public Service Announcements

• https://www.ic3.gov/media/default.aspx

• Federal Trade Commission –

• Cybersecurity for Small Business

• https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity

• Identity Theft

• http://www.identitytheft.gov/

• NIST Cybersecurity Framework

• https://www.nist.gov/cyberframework/framework

• Center for Internet Security

• https://www.cisecurity.org/

• Cloud Security Alliance

• https://cloudsecurityalliance.org/

References
3
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https://www.huntington.com/Privacy-Security
https://www.ic3.gov/default.aspx
https://www.ic3.gov/media/default.aspx
https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity
http://www.identitytheft.gov/
https://www.nist.gov/cyberframework/framework
https://www.cisecurity.org/
https://cloudsecurityalliance.org/


• Credit Reporting Agencies

• Equifax (888)766-0008 http://www.equifax.com/CreditReportAssistance

• Experian (888)397-3742

• Fraud - https://www.experian.com/fraud

• Freeze - https://www.experian.com/freeze/center.html

• TransUnion (800)680-7289

• Fraud – https://www.transunion.com/solution/fraud-detection

• Freeze - https://www.transunion.com/blog/identity-protection/credit-freeze-vs-credit-lock

• Federal Trade Commission – Complaint

• http://www.ftc.gov/complaint

References
3
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http://www.equifax.com/CreditReportAssistance
https://www.experian.com/fraud
https://www.experian.com/freeze/center.html
https://www.transunion.com/solution/fraud-detection
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• Careers in Cybersecurity – CyberSeek

• https://www.cyberseek.org/heatmap.html

• https://www.cyberseek.org/pathway.html

• National Institute of Standards and Technology (NIST) 

National Initiative for Cybersecurity Education (NICE) Framework

• https://www.nist.gov/itl/applied-cybersecurity/nice/resources/nice-cybersecurity-workforce-framework

• National Initiative for Cybersecurity Careers and Studies (NICCS)

• https://niccs.us-cert.gov/

• STOP. THINK. CONNECT.

• https://www.stopthinkconnect.org/

• FBI – Safe Online Surfing

• https://sos.fbi.gov/en/

References – Cybersecurity Careers & Education
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